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Root Cause Analysis

Incident Number Internal incident number 67036922

Starting from 04/21/2018 07:00 UTC to 04/25/2018 02:33 UTC, a subset
Summary (Description of | of customers using Azure Services hosted in Japan East may have
general impact, experienced degraded performance, latency, or time-outs when
start/end in UTC) accessing from the internet. Engineers identified a transmission error
with the optical cable between Microsoft core router in Japan East
datacenter and a transmission device owned by Internet Service Provider
(ISP). Engineer immediately disabled the port on the device and rerouted
network traffics, which mitigated the issue.

Impact Service Azure Services hosted in Japan East that were attempted to be accessed
through the internet.

Impact Start Date/Time | 04/21/2018 07:00 UTC

(UTC)

Impact End Date/Time 04/25/2018 02:33 UTC

(UTC)

Root Cause Analysis This incident occurred due to the error with one of the network optical
cable between Microsoft core router in Japan East datacenter and the
transmission device owned by Internet Service Provider (ISP), causing the
network performance degradation, latency and time-outs while
customers attempted to access resources in Japan East datacenter
through this route.

Mitigation On-site engineers were dispatched and identified a trouble point and a

fiber between Microsoft core router in Japan East datacenter and the
transmission device owned by Internet Service Provider (ISP). The cable
was restored, and engineers confirmed the signal were transmitted
normally.

Microsoft Remediation | We sincerely apologize for this. To improve our response in the future we
and ETA of completion plan to implement the following:



Regards,
The Microsoft Azure Team

Privacy Statement

Minimize the time to mitigate issues by improving a coordination of
investigation with ISP. In this incident the telemetry from Microsoft
networking shows some incoming and outgoing traffics therefore it was a
grey problem scenario. Microsoft will work with ISPs to help ensure
establishing the process to investigate this sort of issues to mitigate
quicker in future. This includes reviewing endpoints information (devices
owned by ISPs) repository on a regular basis to help ensure all
information is up to date for troubleshooting effectively.


http://go.microsoft.com/fwlink/?LinkID=131004

